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Need of Security in loT

loT devices sensors, networks 3R cloud services @& @3 Sﬁ ?I afe security HAR 6’[, al attacker
device, data 3R TR network &l JeRAT Ugdl HehdT &

o Why Security? Quick Visual
' Security unauthorized access, data T, device hijacking 3R service

disruption ¥ s=T<! 81

e Data Protection

Sensor data # location, health, habits 3R business information &
, Tohd! &1 38 YIS T@T Smaae gl .
‘\ ______________________________________________________________________________________________________ il m@:

o _____________________________________________________________________________________ Secure Device + Safe
o Device Safety Network = Trusted loT
TRAT FHASIR iH W attacker camera, lock, thermostat AT industrial
machine @t AR & Gerar 81

- @) Trust 3R Reliability
: Secure |oT system users a1 fITE FATY T & 3R services &t TR
IUAs TGdT gl
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Privacy for loT Enabled Devices

loT enabled devices @R data collect 3R transmit &d &1 Privacy bl 3837 user & personal

information UR 3Y<hl control -TY TE-T gl

i o Personal Data
' Smart watch, camera, speaker 3T home assistant location, voice,
health 9T usage data collect &= Tehd gl

e Consent

T1faul

o Data Minimization
' hadl METE data &1 collect &3 3R IV I THY I & fordaT o=t

o Privacy Practices
: Strong password, encryption, app permissions & Site 3R
unnecessary microphone/camera access &g @ |
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loT Security for Consumer Devices

Consumer loT devices & smart TV, camera, router, bulb 3R speaker X & network @ Tg@ Eﬂﬁ

&1 gTht security user &t daily privacy 3R safety & forg H?c_clqufﬁl

- @ Default Password ar&e Quick Visual
: Factory username 3fR password @t gRd S&eTah unique 3R strong '
password T |

e Firmware Updates
: Manufacturer @ security patches 3R firmware updates Raf@a su @

, install &1 ;
‘\::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::J e &
i ; Secure Device + Safe
o Secure Network Network = Trusted loT
loT devices @t 3TelT Wi-Fi AT guest network TR T4 3R router &l WPS
SFTaeh 8l df & Sl

o Safe Usage
i 3FSTH apps T install @3, unused services ¢ &< 3R device &= &
U8t factory reset @<l
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Security Levels in loT

loT security @l STeHT-37eT levels TR Hﬂlﬁ?ﬂ ST 8, d1fdh device & cloud dh 1{3 ecosystem cht
RET Bl Fahl

- @ Device Level Quick Visual
: Secure boot, hardware protection, strong authentication 3fiR tamper I

detection device @t Trfera w@d €1

e Network Level

| Firewall, secure Wi-Fi, segmentation 3R TLS Wi deh-tch

! communication @t protect @<l &1 :
R 3 mzﬁ:

: . } Secure Device + Safe
i o Application Level :

Network = Trusted loT
Secure coding, access control, input validation 3fR regular testing

application attacks Jtehd &1

- @) Cloud 3R Data Level
: Encryption, backup, audit logs 3fR role-based access data 9T cloud
services @hl &1 &d g1
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Protecting loT Devices

loT device protection & forg prevention, detection 3R response—?ﬂﬁ &Ft srmasgehar gidl 81

Security Teh continuous process gl

o Authentication
' &2 device 3R user &l identity verify @< | Multi-factor authentication
3JUTsy gl i I enable &3

e Encryption
i Data @ transmission 3fRR storage &I THY encrypt &<, d1feh T g
R ot 98 uer 9 S 9|

i e Monitoring
i Unusual login, traffic aT device behavior @t monitor &% 31X alerts
T

o Incident Response
: Attack 819 TR device isolate &%, credentials d&d, logs S SR
patched backup & restore &I
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Future loT Ecosystem 3R Powerful Core

fasT & loT ecosystem ral devices, edge computing, cloud 3R Al services ¥ fAeter s
Secure algorithms & forg powerful core 3R efficient processing 3TdYch gt

o Powerful Core &ht 3TagehdT Quick Visual

Advanced encryption, real-time analytics 3fR Al models @& TeH &
fog &1 CPU, secure hardware 37k it memory =nfgul

e Edge Computing /V\

Data @l cloud TR ¥e @ Ug<t edge device TR process @<= & latency

, A 3R privacy S8 gl & ,
S —————————————————

; . ; Secure Device + Safe
o Secure by DeSIQn Network = Trusted loT

Security @t product & 3id # Siiea & 11T design, hardware, software
3fR update system ® & & A B3

o Sustainable loT
' Future devices &H power & 31fdeh &H &3 3R energy-efficient
security algorithms @hT IUANT &t |
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New Trends: Al 3fiX ML T loT & waer

Al 3R ML loT devices @t shad data collect e & aﬁm;ﬂ@ﬁ, a{grn:rmlﬁ 3R 31u=-3mg

fofg & & gam a1d 8

- @ Predictive Maintenance
' ML sensor data & machine failure @T Ugel SIHTH TR timely
maintenance H gl T 2|

| e Smart Detection
| Al camera 31 sensors unusual movement, fraud, intrusion aT
abnormal behavior Ug=TH Thd &1

e Automation

Smart home, healthcare, agriculture 3fR industry & Al data & SR TR

automatic actions ST &1

o Security Challenges

Al models @l TeTd data, adversarial attacks 3fR privacy risks @ &=

31Ta2ah §; human oversight ¥9TY I |
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