S.P Group of Institute 0’

Internet of Things and its Applications Notes
Unit (ii): Things and Connections

01. Working of Controlled Systems

Controlled System @g system & foraH fopft process a1 machine & =1agR @&l AU desired result
UTW et & felT control f&ham STIAT 81 10T & sensors, controller 3R actuators fAieR system @t smart
T &

[Input[SetPoint} — | Controller I — [ Actuator ] — [Controlled Process]

Sensor output @1 ATUET & 3R controller fAvia @& actuator @t command a1 €1

................................................................................................................................................

uTT &t

Input / Set Point gifed value, S 24°C temperature

Sensor gaa [ @l measure HAT 8

Controller Input 3k measured value it &1 & decision T &
Actuator Fan, motor, valve a7 relay & action &< arel devices
Output System @ actual result

Open-loop 3R Closed-loop

Open-loop Closed-loop
Feedback g gia1l Controller output @t check &l Feedback HIS[g 8141 &1 Sensor output @t arad
| JETET: timer & Tel= arel fan. controller & HoiaT & 3R system correction &<dT &1

................................................................................................................................................

loT T smart control IMIA: Closed-loop 84T §, ifeh sensor data & 31TUR U system (U=
action @l AR s& TehdT g
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02. Real-time Systems 3R Feedback Loop

Real-time system @g system & ST input & a1 fAfYd T9T & 3ieR response 241 &1 399 dad el result
&Y 781, afeer T9a W result 7 +ff =3 1

Feedback loop &® &hIH T &2

................................................................................................................................................

Se;;gmt — | Controller | _, | AC/ Cooling
)

i

( Sensor: 28°C ) — [ Environment / Room J

Measured temperature controller @t aTa e ; error & 3R cooling & a1 3ifde gt 81

.................................................................................................................................................

Refrigerator H I&Ig0T

Thermostat temperature sensor ¥ refrigerator @&l temperature AT g1 af¢ temperature set point &

31fdreh gt WY, af compressor ON BT 81 94w cooling & &g compressor OFF aT low mode & @=m
ST 8|

AC # IeIgur

AC @l thermostat room temperature &Y TR check &3aT &1 Set temperature & difference g W
compressor 3R fan IATg ST &1 Desired temperature & T8 Uga= W compressor @i working & It
d gt It &1

Term aref

Set Point gifedd temperature a7 value

Measured Value Sensor ¥ fAef actual value

Error Set Point - Measured Value

Feedback Output T information @T controller d& aTad 3T

Feedback loop energy &=ITdT §, temperature @t stable TadT & 3k human intervention Y S/&Rd
HH T Bl
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03. Connectivity Models: TCP/IP 3ilk OSI

loT devices @l 3MUT # communicate &4 & AT connectivity models 3fR protocols &Y 3raeaehdr gidt
21 0slI Qo conceptual reference model g, Safeh TCP/IP Internet & widely used practical model 2l

OSI Model — 7 Layers

Layer

A St 3R I&T8R0r

7. Application

User services; HTTP, MQTT, FTP

6. Presentation

Data format, encryption 3k compression

5. Session Session establish, maintain 3T terminate &1
4. Transport End-to-end delivery; TCP, UDP

3. Network Routing 3f® logical addressing; IP

2. Data Link Frames, MAC address ¥ error detection

1. Physical Cables, radio signals 37 electrical hits

TCP/IP Model — 4 Layers

Layer & &

Application HTTP, DNS, MQTT =& application protocols
Transport TCP a1 UDP g1 delivery

Internet IP addressing 3R routing

Network Access Ethernet, Wi-Fi f physical transmission

................................................................................................................................................

Application
MQTT /HTTP |

Transport

Internet Network Access
TCP / UDP IP - Wi-Fi [ Ethernet

emmmmmmmmmmmeme—————
[

................................................................................................................................................

q1E ¥ 0S| = 7-layer reference model; TCP/IP = Internet communication @ practical protocol
suite. IoT § MQTT 3fR HTTP application layer TR IuzlT gt Tahd &1
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04. Wired Connectivity Methodology

Wired connectivity & devices physical cable & ZRT 9[S &id & 98 method stable connection, &H
interference 3R 31f3@ predictable data transfer & ehdT g1

Wired media & UR

Method farsiuan s loT suahT

Ethernet LAN # high-speed 3R reliable connection; cameras, gateways 3 industrial
devices

Twisted Pair &l copper wires & twisted pair; Ethernet cables & a1

Coaxial Cable Shielded cable; CCTV 3T & broadband systems

Optical Fiber Light signals & gRr ¥gd high speed 37X long distance communication

— [Ethernet Cable] — [RouterlGateway] —

Cable connection & device &t mobility #iffa gidt &, @R link reliable TgaT g1

e ———————

................................................................................................................................................

e 3R dard
! | «Stable 3R reliable link « Installation & cable &t s&==d
» Security control 3mHT= » Mobility sd
{ | + @A radio interference « Maintenance 3fR rewiring &&=
i | »Power over Ethernet (PoE) @wd + ¥ & devices # cost g Tahd! &

Factory automation 37 fixed smart devices & wired connectivity 3uarft &, STgT reliability 3R low

latency 31f9 Agayui gid &1
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05. Wireless Connectivity Methodology

Wireless connectivity & data radio waves a1 short-range wireless signals & transmit gla1 1 39
devices @l cable & foT install 3fR move &<=T 39 glar gl

Wireless methods

Method A IuEhT 3R fAstear

Wi-Fi High data rate; home appliances, cameras 3R gateways

Bluetooth [/ BLE Short range 3R low power; wearable 3fR personal sensors

Zigbee Low power mesh network; smart home 3R automation

Cellular 4G/5G Wide-area coverage; vehicles 3R remote loT devices

LoRaWAN Long range, low power 3fX small data packets; agriculture 3R smart city
NFC / RFID dgd short range identification 37X contactless reading

................................................................................................................................................

Wireless Signal

Wireless method & g-Td range, power, speed, cost 3R environment &R 3R &<ar 1

................................................................................................................................................

Wireless 9-a 997 A &

Range fara=it T1f@u? Battery fohan T gt @1gQ? Data faha=m &2 @1 network & &g devices gift?
Security 3R interference 3T TR 3T §? §4 Ui & TR U Tg! technology T+t STl &1

%A data 3R long battery life & f&g LoRaWAN a1 BLE 3udit gt 9ahd &; high-speed local data &
fT Wi-Fi 3R wide-area mobility & g Cellular 3raT1 ey g1
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06. 10T Application T Process Flow

loT application physical world & data ¥R I& network & A1e8H I process &Rd! g 3R aLTdar &
3T99R action T information user @& UgdaTd 3

End-to-end flow

1. Sense 2. Connect 3. Collect
Sensor - Network ~ | Gateway
1

6. Act 5. Decide 4. Store & Analyze
Device 7 | Rules/AI | Edge / Cloud

o e ——

L -

Step fare=or

1. Sense Sensor temperature, light, motion, pressure a1 3= data ATUdT &1
2. Connect Data Wi-Fi, Ethernet, BLE, LoRaWAN a1 Cellular § S SiraT &1
3. Collect Gateway IT edge device data @t collect, filter 3fiX forward @=ar &1
4. Store & Analyze Cloud T edge platform data store @a analysis &dT &1

5. Decide Rules, dashboard aT Al & ST4R U decision &1 &1

6. Act [ Notify Actuator action &<dT & a1 user @t alert / notification fAear g1

JeIgRul: Smart Agriculture

Soil-moisture sensor At &1 data FaT & ~ LoRaWAN gateway data cloud @ 9sidl & - platform
moisture %Y UgIFdT & — irrigation rule activate g1 & — water pump ON 81 & — dashboard TR
fFaT @l status Rar &1

loT <hT 4T cycle &: Sense — Connect — Process — Decide — Act. Security, privacy iR
reliable connectivity g¥ stage X 3{1dqch gl
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07. Quick Revision 31k Practice

Tk A9 # Unit

Topic q1Z @A g a1

Controlled System Input 3fX output @t control @< desired result WTw edr &
Feedback Loop Output @ information controller @t aray fBedt &
Real-time System faff)a a7 & 3feR response AT &

0OSI Model 7-layer conceptual reference model

TCP/IP Model Internet @ practical 4-layer model

Wired Method Cable smaifed, stable siiR reliable

Wireless Method Radio signal 3mefa, flexible 3fik mobile

loT Flow Sense — Connect — Process — Decide — Act

Wired Wireless
Cable, stable link, & interference, installation Radio signal, mobility, installation 31,
i, interference T,

e —————————

................................................................................................................................................

Practice Questions

1. Controlled System 3R Open-loop system § &7 3idR &7
2. Refrigerator a1 AC # feedback loop && &TH T §?

3. OSI &t T1d layers & 74 faf@u|

4. TCP/IP model & layers @iH-f §?

5. Wired 3R Wireless connectivity & &l-al wrae faf@ui

6. 10T application @T process flow IgTEIUT Afgd THFTSTI

Exam Tip: Diagram STd 994 Sensor — Controller / Gateway — Cloud — Actuator @ flow 3R

arrows ¥ @]
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