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Unit Name: Introduction

loT T Gf¥<Iar 3117 Overview

Internet of Things (loT) T8 TaIT & foraat physical cn!ar'ectsﬂ—c_rf?i¥ sensor, appliance, vehicle 3117 machine—Internet

@ ATHAF F data collect, share 3T act T &

THGU FAT connected TEI &Ity o ST ATATARVT FI sense
#FId & data St & 7 FIEHHAT YT Za: WiAlFAT ¢t B

HTETRT Internet F<1H loT

HTETIVT Intermet #H AT HIAT: information TTHT FH3 &l loT
# devices $ff P?F—Fi’?&ﬂl? cloud/platform I data TTHT F3F

JETET: Smart thermostat FHY FT JTIHIT UgHT heating aradfaa gfaar & Jame gerrd &

fagfea #ar 81

Automation, gI=T faarmret sifz dgaw vl 10T & emmsy & @ & privacy, security, reliable connectivity 3z power-management
FT AT HTOTH 2|

Sense — Connect — Process — Act
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loT Devices, TaRIMaTD 311T Applications

loT device @15 &t physical T&F & folaet sensing/actuation, processing 3TI¥ communication @ FFIT & Tt devices
3 3 THT ST AT T I FIT INaeA® e

) A ‘.‘
Device &t 97 faeIvae Sensor 3T Actuator
YghlsT (unigue identity), sensors/actuators, HfAa mewmory o Sensor ATITAIT I input FTGTT gt temperature, light,
processing, network connectivity, &H power FUd, IT/GIF=T motion| Actuator output aFiT &3 motor AT, valve

TATereT TUT JIHT 1 ITAHFIT| 3 devices resource- FIeralT AT alarm ST
constrained & &

Applications
I3 smart lights, locks; FaT=2: wearable, remote monitoring; ?ﬂ'ﬁ? soil-moisture STTER irrigation; &% smart parking, street
lights; 3#IT: predictive maintenance; TRAgT: fleet trackingl

 ZgrERT gaE

Soil sensor — gateway/network — irrigation rule — water pump actuator

Tt 7
loT application # device & TTT user, connectivity, data processing 317 et Far sft enfaer @t &1
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Building Blocks of loT

10T ecosystem 3iaidh WRal/aeeh! A fHeta? a<iar &1 & application # architecture 3eTar & Tehdl & olfahat FTTH
building blocks FHTT F&a &1

HST Blocks 311 % Blocks

I. Things/Devices: sensors, actuators, embedded controller| 2. 4. Data Processing & Storage: edge/cloud F rules, analytics
Connectivity: wired/wireless network 3z protocols| 3. 317 database| S. Application/VI: dashboard, mobile app,
Gateway/Edge: protocol conversion, local filtering @ doT alerts 317 reports| 6. Security & Management: identity,
wiafaam access control, updates, monitoring!

22T T IFT

o data geireft & —» network I3 F@UWTHT - edge/cloud 3T process FHT g - application TR BTt & - command device
aa eledt &

\

- ~

HIeT Architecture

J¢Te30T
Smart building # temperature sensors cloud @ readings SeTd & dashboard trends TRETAT & 3117 controller HVAC @I adjust FIAT
&
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loT Ecosystem @I Technologies

loT Tt T technology T ST & A sensing, embedded computing, networking, cloud, analytics 3T security
T BT &1

Device @ Communication Protocols & Platform

Sensors/actuators 3717 microcontrollers (13 MCU/SBC) Application protocols: MQTT (lightweight publish/subscribe),
physical world & o5 gl Connectivity H Wi-Fi, Bluetooth CoAP (constrained devices), HTTP/REST! Gateway 376737
Low Energy (BLE), 2igbee, Thread, cellular (46/56), protocols @ T bridge &7 TahdT &1 loT platform device
LPWAN (LoRaWAN, NB-10T), Ethernet 3I7 satellite €TTfHer registry, message handling 3z application services ZdT gl
& T 2l

Data @ Security

Edge/Fog local processing iz F9 latency go & Cloud scalable storage/compute 3T g Analytics/Al patterns Fretd ] Security
H authentication, encryption, secure updates, least privilege iz monitoring STTTHT Hl

TAT FA Y7

Range - data rate - latency + power « cost - coverage - security

7 T

TF & network & FIT & U JaTa# g battery sensor stz high-bandwidth camera &t T3 3ierar gt &
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loT Levels | Deployment Patterns

loT Levels 31eTaT-37e1T deployments @t complexity 3717 processing/data-Flow T qUieT e & sl & level
T/ I [Ber Fawa & e O gaferd 1-6 aaflaor &1 AR 2

Level 1-3 Level 4-6

Ll: B device, local sensinglactuation 317 local processing| LG: % devices, cloud coordination 31T application-level

L2: T device T4T cloud storagelanalytics, HTHIA: Dol analytics| LS: 3 end nodes gateway/coordinator @ GRT
node| L3: T device cloud I 3T & 3ifi& data cloud F s 3 Lé: 3, FE-TTNT system—F3 independent
analysisivisualization cloud ] subsystems, cloud analytics 17 coordinated controll
AT & PR

Devices &1 TT, data AT, latency, local FTH cloud processing, reliability 17 AT Safety-critical T3 # local/edge control

39 & Febar &l

Single node — Cloud-assisted node — Multi-device + Gateway — Large coordinated system

Level labels 3TT9aT prescribed NIELIT material & THerTD: HoT HATT architecture 3z processing @ AT & 2l
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loT Design Methodology

loT Design Methodology THZAT I S[& AT deploy 31T maintain T 1T aTer system T 1@“?3‘ # TITE UlHAT
& Ugel JaeAchdl T o, T 397 architecture Tt

F=T =7 1-4 HST I 5-8

l. Purpose & Reguirements: JFHIAT, users, constraints e S. Service Specification: sensing, alert, control & services
success criteria /&1 2. Process Specification: IUANT-GlAT TT F91 6. loT Level/Architecture Eﬁ"f 7. Functional View:

T TEAIIAT T HH TT &9 3. Domain Model: entities, roles system functions 317 interactions ZRITT] 3. Operational View:
31T 3AF Heel g 4. Information Model: HI-3T data, device, network, deployment 3 runtime IT )

JTFT format, unit £ meaning RN #9)

Sifder =rgor
9. Device @ Component Integration: hardware/software W13 10. Application Development, testing, security review, deployment e

0ngoing maintenance 9

Design loop

Reguirements — Model — Architecture — Build — Test — Deploy — lmprove

Heca
Power, connectivity loss, privacy, scalability 313 failure recovery FT & F design H AT FH9)
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Physical Design of loT

Physical Design &dTdT & & aredifaa IoT system & Fid-dt et (Things), hardware 3717 communication
technologies 39FNT g1t

Physical Entities Device Hardware

Things sifd+ 5‘?§f’ F—aar meter, vehicle, wearable HT ITHAT device # sensor/actuator, microcontroller/processor,
machinel Sensor HTGST HIAT é actuator system &I Siifaaw memory, power source, communication interface 317 Armware
WW?HT?! ar gwa 8 Gateway F3 devices I AIE ThaT 3

Communication o YgdTT

Device &I UgHTAI/Tc éﬁéﬁ? data i3t & ToIr 39Fh network @ protocol ?ﬁ"f 3¢IgIT: BLE/WI-Fi/LoRaWAN;
MQTT/CoAP/HTTP| TH<T range, power 317 data-rate W fA3f7 &1

-

Physical flow

Smart meter faeteft Fud AT &, ?j?@?f network I readings TdT g ale utility dashboard UZ consumption TZaT 2l
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Logical Design of loT

Fo &l

Logical Design hardware & T &a JTTT & 126 loT system @ functional components T TTE P 31T Falg

P

Functional Groups

Device: sensing/actuation] Communication: messages T
SIGTI-9GTaT] Services: data collection, event processing 37
control! Management: configuration, health, updates|

\
.

Applications T Security

Application user-facing features gt 2l Security functions
identity, authentication, authorization, confidentiality a7

Integrity #r & #3381 o concerns & layer H# [SICI8 a8

=T Communication Models

2feer session|

Reguest—Response: client request &3IdT & server 37 2T &1 Publish-Subscribe: publisher topic YT message SeidT & broker 33
subscribers T YETT &1 Push—Pull: producer queue ¥ data 2T & worker &1 &1 Exclusive Pair: ZF endpoints & & IR,

J¢Tae0r

Sensor » MQTT broker (topic) — Dashboard subscriber; user command — device
717 I

Logical design = functions/data-flow; Physical design = TTIIMAF device/network =T
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loT Functional Blocks

FeT gt 8l

Functional Blocks system @7 fI#RgIRAT I 3ie7aT-3eraT 81 # died &1 ST design, testing IR troubleshooting

). Devices: sense/actuate 317 local logic] 2. Communication:
devices, gateways HIT services @ e data transport| 3.

Services: data acquisition, storage, event handling, discovery

3717 controll

N\

4. Management: provisioning, configuration, diagnostics g
firmware updates! S. Security: identity, authentication,
authorization, encryption 17 audit] 6. Application: IUHRTHIT
@I monitoring, analytics, alerts @ controls Z=TI

Device measurement ST & — Communication 3 Services T UE%HFIT - Application uﬁvn?ry?ga’ &3t 2 Management o
Security 9? lifecycle & T3 blocks &' FERT g g

JGTEI: Leak Alert

% ufah #
Device + Communication + Services + Management + Security + Application

NIELIT O Level - M4-RS.) | T 09



S.P Group of Institute
Internet of Things and its Applications Notes

Unit Nawe: Introduction

Development Tools 31T Quick Revision

loT development & planning, circuit prototyping, firmware, connectivity, cloud, testing 3717 monitoring @ tools 73T
&1 Tt tool project F FTIIT & IFAR

Hardware / Firmware Testing / Connectivity

Arduino IDE: S[B3TTdlt microcontroller prototyping! PlatformlO: Serial monitor, multimeter 377 logic analyzer debugging #
#3 boards @& foIT development workflow! ESP-IDF: ESP32 Heg Fo & MQTT Explorer/Mosguitto client MQTT topics
ecosystem| Raspberry Pi: Linux-based edge/SBC projects! arad & Wireshark network packets inspect &I Hehdl g
HIoRAFIGHR sensor datasheet 37 cireuit tools sft 3umyaT

#9l

Cloud | Applications

Node-RED visual flows/prototyping; ThingsBoard loT dashboards/device management; cloud 10T services device messaging, storage

317 rules 2o &1 FaT ga?} I vgor availability, security afz pricing STl

122 WEI\UF worldlow

loT = Things + Connectivity + Data/Services + Application; Sensor input T ?, Actuator action @Il a‘, Edge Iy # process

FHIT 3'; Cloud GT2T scale a?!T |
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